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LoRa & Meshtastic ooz

mesh network

ORa /AESHTAST/C

OPEN SOURCE | OFF-GRID | DECENTRALIZED
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Meshtastic

Tu elval Tto Meshtastic:

Eival éva avolkto (open-source) diKTuo
OTIOKEVTPWMPEVNC ETTIKOIVWVIOC.

Eival éva mesh diktuo peyaAng epBEAEIOG HECoW
TTIOANOTTAWV hops.

Baailetal otn teXvoAoyia padiosTiikoivwvio¢ LoRa
(Long Range) kal 10 TIpWTOKOANO LoRa P2P (peer
to peer).

‘Exel oxedIaaoTei yio TNV avTiaAAayn BNVUUATWY
KEIMEVOL, OEBOUEVWV, BEANC GPS Kal TNAEPETPIOG
ylo TEPIBAANovVTa eKTOC dIKTVOUL (off-grid).

mesh network

/NESHINAST/C

OPEN SOURCE | OFF-GRID | DECENTRALIZED
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Tu elval €va diktuo Mesh:

* Eival ave€aptntec ovokeveg (nodes) TTou ey - —
ouVOEoVTal aTTELOEIOC PETAED TOUC, Node 01 Node 02
oxnuatidovtag Eva eviaio Kal Ioxupo
OTTOKEVTPWMEVO IKTLO.

e Agv aTTaITEITAI PO KEVTPIKE UTTOd0UN (router,

KEPOIO KIVNTAC TNAEQWVIOG KATT) —

* Ta nodes cuvoEoVTal QLVAUIKA HETOED TOUC
’ ’ ’ » W A
MECW TIOAAATIAWVY OIAOPOUWV. | —
Node 05 Node 03

e KdaBe node Asitoupyei w¢ avapeTadotng,

ETIEKTEIVOVTAC TNV EPPBEAEID TOU BIKTVOU.

y .

Node 04
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Tu elval n texvoAoyia LoRa;

* To LoRa (Long Range) €ival pia texvooyia
POBIOETIIKOIVWVIOC XOUNANC 10XVOC Kal PEYAANC
EMPBEAEINC, YIO ETIKOIVWVIO PECW padlolwvwy ISM
(Industrial, Scientific, and Medical) peta&u
OUOKELWV XOUNANC KATOVAAWGTC.

* Boaoiletal o TeEXVIKEG dlapoppwaong CSS (Chirp
Spread Spectrum).

* 0 0po¢ “LoRa” ava@EpeTal oUXVA aTnNV TEXVOAOYia
dlapoOpPwoncg Puaolkov etuttedou (physical layer
modulation).

e 2XEOIAO0TNKE yia 1o Internet of Things (1oT).

Time (ms)

8 up-chirps : preamble
2 down-chirps : synchronization
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BaoLkd XapakKtnpLoTLKA

e Agv aTtarteital Adela PadIOEPATITEXVN 1 AAAEC
AOEIEC KAl TIIOTOTIOINOEIC.

e MeydaAn eUBEAEIO PE PIKPN 10XV EKTIOUTING
(pekop amootaong: 331km pe 1 hop aro tov
MartinR7 & alleg).

e XOuUNAR KATOVOAWGON TWV OCUCKELWV.

« Kpurttoypagnon AES-256.

¢ Sev aTIOITEITON GUVSEDT KIVNTAC TNAEPWVIOG 1)
internet.

e >U0vdeon P2P (peer to peer).

e  XounAG KOOTOC €EOTTAIOHOV.
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LoRa oto Meshtastic ooz

ZUXVOTNTEG EKTIOMTING

Region Codes

* Euvpwmn: ‘ -
EU868 (35cm) o | | wm | e o
Freq 869.40 £w¢ 869.65 MHz ser - " " "
Power max +27 dBm ERP (Effective Radiated Power) . P o | .
Duty Cycle 10% Effbion
EU433 (70cm) s
Freq 433 éwc 434 MHZ EU_868 ELlr(;;zse;’\l;”_L'JZnion 869.4 - 869.65 2
Power max +10 dBm ERP (Effective Radiated Power)

Duty Cycle 10% Duty Cycle [%]  Transmission time per hour

. Augler']: 0.1 36s

915 MHz (ISM Band) 1 36s

Freq 902 ¢w¢ 928 MHz
Power max +30 dBm ERP (Effective Radiated Power)

ERP (dBm) = TX power (dBm) - losses (dB) + antenna gain (dBi) — 2.15

110 360 s =6 min
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Meshtastic EU_433 Band Plan

F re q u e n cy s I ots Preset (Modulation), Slot No.

w g
«  Evpwmn: 5 388 ;08¢
EU868 (oAU SnNUOQIAEQ) % 3 25 2
YTapyxel 1 Freq slot yia 1o preset Longfast. ottt il
Default 1o slot 1 aTnv cuxvotnta 869.525 MHz. wowrs
EU433 e s
YTdpxouv 4 Freq slots yia To preset Longfast. s -
Default to slot 4 atnv cuxvotnta 433.875 MHz. e S .
XpnolyoTtolgital Kupiwg yia APRS. foden S
o  AUEPIKN: s S ‘
915 MHz ol L
Yrapxouv 104 Freq slots yia 1o preset Longfast. 7= L
Default 10 slot 20 otnv cuxvotnta 906.875 MHz.,  @eee=  A——

433.96875 16
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Radio Presets

LoRa oto Meshtastic
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Radio Preset Alt Preset Name @ Data-Rate | SF f Symbols  Coding Rate  Bandwidth | Link Budget

Short Range / Turbo Short Turbo 21.88 kbps T/ 128 445 500 kH=z 140dB
Short Range / Fast Short Fast 10.94 kbps T7/128 4/5 250 kH=z 143dB

Short Range / Slow Short Slow 6.25 kbps 8/ 256 4/5 250 kH=z 145.5dB
Medium Range / Fast Medium Fast 3.52 kbps 9 /512 A475 250 kHz 148dB

Medium Range / Slow Medium Slow 1.95 kbps 10 /1024 4/5 250 kH=z 150.5dB
Long Range / Turbo Long Turbo 1.34 kbps 11 / 2048 4/8 500 kH=z 150dB
Long Range / Fast Long Fast 1.07 kbps 11/ 2048 445 250 kH=z 153dB
Long Range / Moderate Long Moderate 0.34 kbps 11 /2048 4/8 125 kH=z 156dB

Long Range / Slow (depr.) Long Slow 0.18 kbps 12 /4096 4/8 125 kH=z 158.5dB
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LoRa oto Meshtastic Copame iz

Link budget vs Data Rate

Link budget: Received power (dBm) = Transmitted power (dBm) + gains (db) - losses (db)

165

160

155

150

dB

145

140

135

k Very Long Slow

Long Slow
® Long Moderate

® Long Fast
® Medium Slow
® Medium Fast
@ Short Slow
® Short Fast

@® Short Turbo

kbps
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Data Rate Bandwidth values
O1 akOAOLBeC data-rate €TTIIAOYEC €ival DIABETIUEC OTNV dIAPOPPWOH TOU 5 2125 ks
frequency slot kal ertnpeadouy TNV EPPREAEID TWV CUOKELWV. . o

* Spreading Factor (SF) 200 203.125 kHz
AI0BETiIuEC TIuEC 5-12. 00 20625 Kt
KdaBe av&non katd éva Brjua tov Spreading Factor dirtAaciadel 1o s tios i
“airtime to transmit” kal av&avel kata 2.5db 1o link budget.

« Bandwidth o
O dItAaoloopoc Tov bandwidth pelwvel kata 3db Meshtastic Coding Rates

10 link budget POGHIOT] 10U bandW|dth ”le(')-[epr] 4/5: 20% redundancy. Corrects 1out of 5 bits. Best for fast, standard transmissions

OTT0 31 HT[OpEi Vol 05r]yr'1081 o CXO'T(’XGEIICX when the signal path is relatively clear.
’ 4/6: 33% redundancy. Corrects 2 out of 6 bits.

 Coding Rate
H av&non tou coding rate av&avel Tnv
a&loTTIoTiO EVW TTOPAAANAG PUEIWVEL TO data-rate.

4/7: 43% redundancy. Corrects 3 out of 7 bits.

4/8: 50% redundancy. Corrects 4 out of 8 bits. Provides maximum resilience against
interference, but slows down effective data throughput.



,;““0( hﬂ%‘z -
oe) LoRa oto Meshtastic P Svire
) 18SV1511-SVITQE

3
K\ pancaieme £
WO\ B CLLB

HOpS Maxtiopscs with T}:‘E‘L’,’.’,E{Z“E‘:ﬁﬂ
O uéylotog ap1Buocg hops eival 7 hops. - sl —|—|— -
H default puBuIoN €ival Ta 3 hops. IN | —> . . ._, IA
MQTT

To meshtastic TIpoo@éPEl Evav dNPOCIo Public MQTT Server

O€ OUTOV CUOKEVEC VA ETTIKOIVWVOUV HECW
TOU internet, TIPOCEEPOVTAC ETOL TIOYKOOUIA

ETTIIKOIVWVIO O€ ATTOUOVWHEVA diKTL. “ <.->l..'%“., ..'é“.. l..g.. o
o i

mqtt server TIoV ETUTPETIEI OTIC CUVOEUEVEC l L
- <«LoRa=> -
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POAOL CUOKEUWYV

* CLIENT (Baaotkn emiAoyn)

* CLIENT_BASE (ZtafBspa Node Bdanc)
* CLIENT_MUTE (®opnta Node)

* CLIENT_HIDDEN

*  ROUTER, ROUTER_LATE,
ROUTER_CLIENT, REPEATER (E(StKEC epappioyéc)

* TAK, TAK_TRACKER
* TRACKER

* SENSOR

* LOST_AND_FOUND
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Meshtastic

Device Role Description Best Uses
CLENT App connected or stand alone messaging device. General use for individuals needing to
Rebroadcasts packets when no other node has done so. communicate over the Meshtastic network
with support for client applications.
CLIENT_MUTE Device that does not forward packets from other devices. Situations where a device needs to participate

in the network without assisting in packet
routing. reducing network load.

CLENT_HIDDEN

Dewvice that only broadcasts as needed for stealth or power

savings.

Use in stealth/hidden deployments or to
reduce airtime/power consumption while still
participating in the network.

CLIENT_BASE Personal base station: always rebroadcasts packets from or Use for stronger attic/roof “base station”
to its favorited nodes. Handles all other packets like CLIENT. | nodes to distribute messages more widely
from your own weaker, indoor, or less-well-
positioned nodes.
TRACKER Broadcasts GPS position packets as priority. Tracking the location of individuals or assets,

especially in scenarios where timely and

efficient location updates are critical.

LOST_AND_FOUND

Broadcasts location as message to default channel regularly
to assist with device recovery.

Used for recovery efforts of a lost device.
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SENSOR Broadcasts telemetry packets as priority. Deploying in scenarios where gathering
environmental or other sensor data is crucial,
with efficient power usage and frequent
updates.

TAK Optimized for ATAK system communication, reduces routine | Integration with ATAK systems (via the

broadcasts. Meshtastic ATAK Plugin) for communication in
tactical or coordinated operations.

TAK_TRACKER Enables automatic TAK PLI broadcasts and reduces routine Standalone PLI integration with ATAK systems

broadcasts. for communication in tactical or coordinated
operations.

REPEATER 1 Infrastructure node for extending network coverage by Best positioned in strategic locations to

always rebroadcasting packets once with minimal overhead. | maximize the network's overall coverage.
Not visible in Nodes list. Device is not shown in topology.
ROUTER Infrastructure node for extending network coverage by Best positioned in strategic locations to

always rebroadcasting packets once. Visible in Nodes list.

maximize the network's overall coverage.
Device i1s shown in topology.

ROUTER_LATE

Infrastructure node that always rebroadcasts packets once
but only after all other modes, ensuring additional coverage
for local clusters. Visible in Nodes list. More details in our
blog: Demystifying Router Late

ldeal for covering dead spots or ensuring
reliability for a cluster of nodes where
placement doesn't benefit the broader mesh.
Device is shown in topology.
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Meshtastic

Screen Power Prioritized Visible in Nodes

Device Role BLE/WiFi/Serial | Enabled Consumption Retransmit Routing List
CLIENT Yes Yes Regular Yes Mo Yes
CLIENT_MUTE Yes Yes Lowest Mo Mo Yes
CLIENT_HIDDEN Yes Yes Lowest Local Only Mo MNo
CLIENT_BASE Yes Yes Regular Yes Favorites Only Yes
TRACKER Yes Mo Regular / Low Awake MNo Yes

Only
LOST_AMND_FOUMND | Yes No Regular Yes MNo Yes
SENSCOR Yes No Regular / Low Awake MNo Yes

Only
TAK Yes Optional Regular Yes Mo Yes
TAK_TRACKER Yes Optional Regular Yes Mo Yes
ROUTER MNo Mo High Yes Yes Yes
ROUTER_LATE Yes Yes High Yes Mo Yes
REPEATER Yes Mo High Yes Yes MNo
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KavaAila
>10 meshtastic uTIaPXOLY 8 SINOECIUEC BETEIC index | Channal | Default Role Purpose
KGVG)\I(DV. 0 1 PRIMARY Used as default channel
. 'IE_IOTF[’ei(;)nTQI’)??(GO(?) ca((l)t:dex 0) opiletal by default w¢ 1 , — Ueor defined
’ c p v 2 3 Llser defined
« O18éos1g 2-8 (index 1-7) givar yia deutepedova e seraene
(secondary) kavaAia. 3 4 DISABLED User defined
*  YTIAPXEl HOVO eva Primary KavOAl Kal 0gv 4 . o User defined
MTTOPEL Va Yivel disable.
, , , ’ 5 b DISAB User defined
* TlePIOBIKEG EKTIOUTIEC BEGNC KOl TNAEUETPIOG - e
METadiIdOVTAl HECO ATIO TO Primary KavaAl. 6 7 DISABLED User defined

7 a8 DISABLED User defined
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O €&oTTAIONOC YIa To meshtastic gival XaunAou YeVIKA
KOOTOULC KOl LTTAPXEl HEYAAN TIOIKIAIQL.
Ta €idn Baoikov €E0TIAIOUOL dlOKPIVOVTOl O€:

* [TAakéteg Development OTIwC Twv £TaIpIdv Heltec,
RAK, Lilygo KATT.

e OAOKANPWPEVEC OVTOVOMEC MOVAJEC OTIWC TO Lilygo
T-deck Plus KATT.

* Aldgopol alodntrpeg (Lypaaoiag, BEPUOKPATIOG KATT)
*  Ektumtwpévec 3d BAKeC yia @opntd node
*  Mivi TTANKTPOAOYIQ

» Kepaieg kal band-pass @iAtpa

\‘Q
(o]

e  Mrmatapieg kol HAlOKG TTAveA
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To 0IKTuo Meshtastic
| i e TOU
NMA.ZY.XE.PA. CB
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H opdda Meshtastic tou MA.ZY.XE.PA. CB Club amoteAei pia TToAUD {wvTtavr), EVEAIKTN KAl
OpYOVWHEVN ouada.

MEe TOKTIKEC OLVAVTNOEIC, CEUIVAPIA, TEXVIKEC OOKIUEC KOl OPATEIC EUTIAOUTICEl CLUVEXWC TIC
YVWOEIC TNE Kl BEATIWVEI TIC LTTOOOMEC TNC.
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